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When	external	CEs	use	a	university’s	systems	to	either	manage	PHI	for	joint	projects	or	for	their	
own,	internal	use,	they	are	exposing	the	university	to	the	following	risk	and	liability	(“CE”	below	
refers	to	the	entity	to	who	the	university	is	acting	as	a	BA):	
	
1. Legal	and	Financial	
	
a. Breach	attributable	to	the	CE.		Let	us	assume	that	the	breach	exposes	only	the	CE’s	
PHI	(and	not	the	university’s).		The	university	faces	limited	risk	in	this	case	since	the	
customer	bears	most	of	the	liability.		The	CE	has	to:	
	
i. Investigate	the	breach	
ii. Notify	the	government,	media,	and	those	affected		
iii. Face	penalties	and	litigation	from	customers	
iv. Provide	identity	protection	
v. Face	potential	loss	of	revenue	
vi. Rebuild	reputation	and	trust	
	
The	university	on	the	other	hand	has	to:	
	
i. Investigate	the	breach	
ii. Notify	the	customer	(CE)	of	the	breach	within	60	days	
iii. Work	with	the	CE	on	a	joint	notification	to	the	government	
iv. Face	(some)	media	exposure	
v. Mitigate	risk	
	
The	primary	liability	for	the	university	in	this	case	is	the	cost	of	the	breach	
investigation	and	FTEs	required	for	risk	mitigation.	
	
b. Breach	attributable	to	the	university.		Again,	let	us	assume	that	the	breach	exposes	
only	the	CE’s	PHI.		Due	to	attribution,	the	university	now	faces	new	risks	in	addition	
to	those	listed	in	(a).		They	include:	
	
i. Indemnification	and	Litigation	–	if	the	Business	Associate	Agreement	(BAA)	
with	the	CE	includes	an	indemnification	clause	and/or	if	the	CE	decides	to	
take	legal	action	against	the	university.	
	
ii. Termination	of	Contract/Loss	of	Revenue	–	if	the	university	is	being	
compensated	for	services	provided	and	the	breach	results	in	the	CE	
terminating	the	contract.	
	
c. Breach	of	the	university’s	PHI.		The	university	acting	as	a	BA	faces	an	added	risk	of	
exposing	its	own	PHI	due	to	an	increased	threat	surface	from	the	CE	accessing	its	
systems.		In	case	of	a	breach	exposing	both	the	CE	and	its	PHI,	it	now	faces	the	
additional	burden	of	responding	to	the	breach	as	a	covered	entity	itself.		It	should	
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however	be	noted	that,	if	the	breach	is	entirely	attributable	to	the	university,	it	may	
not	be	caused	by	the	university	being	a	BA,	i.e.,	it	may	be	due	to	existing	
vulnerabilities	waiting	to	be	exploited,	independently	of	the	university’s	BA	status.	
	
2. Administrative	
	
a. Loss	of	Control.		There	is	an	inherent	asymmetry	to	the	BA-CE	relationship.		The	BA	
typically	has	little	or	no	control	over	the	CE’s	security	practices.		This	may	increase	
the	chance	of	a	breach	at	the	university,	for	instance	if	the	CE	lacks	security	rigor.	
		
b. Audits.	As	a	BA,	the	university	exposes	itself	to	the	risk	of	an	audit.	
	
i. The	CE	or	the	government	can	request	access	to	the	university’s	
documentation	of	its	internal	policies	and	procedures,	books,	and	records	
relating	to	the	use	and	disclosures	of	PHI.	
	
ii. The	university	becomes	subject	to	a	random	BA	audit	by	the	government.	
	
c. Overhead.		the	university	subjects	itself	to	administrative	overhead	as	a	BA.	
	
i. BAA.		There	can	be	a	significant	cost	due	to	the	time	and	effort	it	takes	to	
create,	execute,	and	maintain	a	BAA.	
	
ii. Subcontractor	BAAs.		Being	a	BA	obliges	the	university	to	establish	BAAs	with	
subcontractors	(such	as	software	or	hardware	support	vendors)	that	may	
have	access	to	the	CE’s	PHI.		
	
iii. Accounting	of	Disclosures.		Being	a	BA	obliges	the	university	to	provide	an	
accounting	of	disclosures	to	the	CE	or	the	individual	whose	PHI	the	university	
holds.	
	
iv. Disposal	of	PHI.		The	BAA	may	require	the	university	to	bear	the	cost	of	
returning	and	destroying	the	PHI	it	holds.	
	
3. Attacks	
	
a. Secondary	Attacks.		As	a	BA,	the	university	exposes	itself	to	an	increased	risk	of	a	
breach	from	attackers	originally	targeting	the	CE	but	moving	laterally	to	the	
university.		The	likelihood	of	such	attacks	is	on	the	rise	since	CEs	such	as	hospitals	
are	now	a	rich	source	of	medical	records	that	yield	a	premium	on	the	black	market.			
	
b. Insider	Attacks.		As	a	BA,	the	university	becomes	a	target	for	disgruntled	employees	
and	other	malevolent	actors	associated	with	the	CE.	
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Conclusion	
	
This	short	article	attempts	to	outline	the	factors	that	come	into	play	when	a	university	or	
another	organization	decides	to	become	a	HIPAA	business	associate	for	another	covered	entity.		
The	issues	discussed	are	sometimes	unknown	or	unappreciated,	leading	to	an	incomplete	
understanding	and	potentially	unfortunate	consequences.		It	is	sincerely	hoped	that	the	
material	presented	above	is	useful	to	both	existing	business	associates	and	those	
contemplating	such	a	move.		
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